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K LAN, MAN & WAN

m LAN (Local Area Network) Network in small
geographical Area (Room, Building or a Campus).

®m MAN (Metropolitan Area Network) Network in a City.

m WAN  (Wide Area Network)Network spread
geographically (Internet).
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p, Network Topology duxasill Judi

® The network topology

defines the way In
which  devices are ¢ ¢ ¢
connected. 6 & &

Bus Topology Ring Topology Star Topology

m A network topology
describes the layout of

the wire.

Extended Star Mesh
Topology Topology



K Bus Topology
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P Ring Topology
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r Star Topology
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Star Topology
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r Extended Star Topology
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L Mesh Topology
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p, Networking Media Jxa sl haibus
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Coaxial cable:

* Transmits radio frequency
(RF).

= Distance Up to 500m
= Speed Up to 100 Mbps




Twisted pair (TP)
* Distance Up to 100m
» Speed Up to 10 Gbps




Fiber optic cable:

= glass fiber carrying light pulses.
= high-speed operation:

= Distance Up to 80km

= Speed 10/100/400/800 G
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Access POINT
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peer-to-peer network
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Introduction to Computer Networks

r, Clients and Servers
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Introduction to Computer Networks
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r What is the IP Address
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- Types of IP Addresses (mgsall g1l

d IPv4 (Internet Protocol version 4) address
(4 octets)

Example: 192.168.1.1

4 IPv6 (Internet Protocol version 6)

An example of an IPv6 address is:
2001:0db8:85a3:0000:0000:8a2e:0370:7334
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‘How Devices Get IP Addresses

= Static IP Address: Manually assigned and
does not change.

* Dynamic IP Address: Assigned
automatically by DHCP (Dynamic Host
Configuration Protocol).
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MAC Address

« The network interface card address, called the hardware
address, is protocol-independent and is usually assigned at
the factory. This address is technically called the media
access control address (MAC) because it is found on the
MAC sub layer of the Data Link layer.

Data Link 00-0C-F1-5E-BE-F2

MAC Address = Hardware Address
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J TCP/IP (Transmission Control Protocol/Internet
Protocol)
TCP: Reliable, connection-oriented protocol used
for data transfer.
IP: Used for addressing and routing data packets
across networks.

J UDP (User Datagram Protocol)
Connectionless protocol for fast, but unreliable
data transfer (used in streaming, gaming).
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J FTP (File Transfer Protocol)
Protocol for transferring files between
systems over a network.

J SMTP (Simple Mail Transfer Protocol)
Used for sending emails between servers.
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J DNS (Domain Name System)
Translate domain names (e.g.,
www.example.com) to IP addresses.

J HTTP (Hypertext Transfer Protocol)
Protocol for transferring web pages and data on the
Internet.
- DHCP(Dynamic Host Configuration Protocol)
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OSI| Model

Introduction to the OSI Model (Open Systems Interconnection)
A conceptual framework used to understand network interactions in seven
layers.
Each layer has specific functions and protocols.

Layers:

NoOGkwNE

Physical Layer: Transmission of raw data bits (cables, switches).
Data Link Layer: Framing and error checking (Ethernet, Wi-Fi).
Network Layer: Routing and addressing (IP, Routers).

Transport Layer: End-to-end communication (TCP, UDP).

Session Layer: Establishes, manages communication sessions.
Presentation Layer: Data translation, encryption, and compression.
Application Layer: High-level protocols like HTTP, FTP, and DNS.
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Types of Hacking (&\Aa¥) g3

O5854Y) ¢ slluiall White Hat: Ethical hackersQ

4l a¥) el Black Hat: Malicious hackersQ

Jads .Grey Hat: Hackers operating in between 4
Cdaled) (e 5l

Inexperienced hackers using :Hacking Scriptd
Ogaddiey 3 all ae 4l B ready-made tools
Jluill 3 3alad) zeal ull

Esam Suliman 2025 ©



Gl aaldl Al @l ulaall

AL Lefiaaat g 4y 68 Y g e cilalS aladia O

JBN) g geal ) Eyans e Alsdlaal O

Aglaall o)) jaa g il g adl) dAadlSa geal y addiiad (]
0 gdua BLES o o Ving ASpi) g 50 4850 48150 O

Esam Suliman 2025 ©



ClSuil) d8) pa <l gal

Sl g padl) dadl<s GAIAJA 4

ol g (g SN ) B A8 O

Bkl Jag) g 11 g (A sdiad) 3 ) B O

il blds Lasit Nmap Jie <) gaf sASLE claude O
(IDS) Jhul) i dalsi) O

Esam Suliman 2025 ©



Firewall &) jlasd)
Budball/sa gl s gl ASpa A asady g Bl cpali Jlga O

AB g gal) g A8 gall A (g Jalas Jery O
£ 9 rial) Juaiil rlad) pa 4y 7 paall € Jaasl) Jbay O

Esam Suliman 2025 ©






END

Esam Suliman 2025 ©



